Fig.1 (a) 



secret information 



10 



information 
converter 



32- 



luminance signal 



Tl 



-31 



embedding position 
information 



compositor 



34 )~ 
35 



-33 



T 

40 



information 
converter 



color difference signal 



38 



-36 



-37 



compositor 



T 

39 



r 



41 



Fig.1 (b) 



49 



48- 



information 
converter 



luminance signal 



40 



->- secret information 



.47 



extractor 



45- 



-46 



embedding position 
information 



information 
converter 



41 



-44 



-43 



color difference signal 



extractor 



.42 



Fig.2 



( Start ) 



Decide position P where secret 
information is to be multiplexed 




O 

€i 

m 
m 

m 
m 



Multiplex information 
showing position P into 
color difference signal 



-S2 



Multiplex secret information in 
position P of luminance signal 



-S3 



find") 



O 
m 

H 
HI 
O 



Fig.3 



( Start ) 



Detect position P wherein secret 
information is multiplexed 
from color difference signal 




Select one of candidate 
positions prepared in 
advance, and use this as P 



Extract secret information 
multiplexed in position 
P of luminance signal 



-S10 



-S12 



S13 



Fig.4 (a) 



secret information 



10 

1* 



information 
converter 



51 



53 



o — 3> 



image signal 



v v 



-50 



embedding position 
information 



compositor 



f °- 



55 



T 

56 



-52 57 

__L 



63 



58 



1 



information 
converter 



60 



-59 



compositor 



1 



62 



-61 



Fig.4 (b) 



70" 



63 



information 
converter 
1 



luminance signal ~^-f 



71 



secret information 



69 



extractor 



67- 



-68 



embedding position 
information 



information 
converter 



-66 



-65 



extractor 



-64 



Fig.5 



( Start ) 



Decide position P wherein secret 
information is to be multiplexed 



Decide position Q wherein 
information showing position 
P is to be multiplexed 



Multiplex secret information 
in position P of image signal 



Multiplex information showing 
position P, in position Q 
of image signal 



-S20 



-S21 



-S22 



-S23 



Fig.6 



CI 

ffi 
ui 
« 
m 

H 

m 

Q 

m 

m 
o 



Detect position P wherein 
secret information is 
multiplexed from image signal 




-S30 



Select one of candidate 
positions prepared in 
advance, and use this as P 



Extract secret information 
multiplexed in position 
P of image signal 



-S32 



-S33 



Fig.7 (a) 



Fig.7 (b) 




Fig.7 (c) 




(4m+0) th frame 





(4m+1 ) th frame 



(4m+2) th frame 



(4m+3) th frame 



Fig.8 (a) 



secret information 



10 



image signal 





1 


» 

80a 


> 


80b 

! 5 




information 
converter 




information 
converter 








—^81a 




-^-81b 


82 
















compositor 




compositor 






r 


r 



83a 



84 ) 
83b 



85 



Fig.8 (b) 



89a — 
secret information 



91 



h 90 



comparator 



88a 



information 
converter 



87a- 



image signal 



85 



» > 



extractor 



^.89b 

secret information 



information 
converter 



-86a 



-88b 



87b 



a> extractor 



-86b 



Fig.9 



( Start ) 



Multiplex secret information 
in image signal by 
embedding method 1 



-S40 



0 
€1 

m 
m 

J! 
ul 

si 

m 

~ 

o 

ill 
h 

si 
o 



Multiplex secret information 
in image signal by 
embedding method 2 



-S41 



Fig.10 



( Start ) 



detected 



Extract secret information 
from image signal by 
embedding method 1 



-S51 




detect=detect+1 



^S53 



Extract secret information 
from image signal by 
embedding method 2 



^S54 




^S56 



S61 



Processing in case 
where no secret 
information 
is embedded 



Processing in case 
where secret 
information is 
correctly extracted 



Processing in case 
where secret 
information 
is destroyed 



V 



Fig. 11 (a) 





embedding 
method 1 


embedding 
method 2 


duplicable 


absent 


absent 


non-duplicable 


present 


present 



Fig. 11 (b) 





embedding 
method 1 


embedding 
method 2 


display 


duplicable 


absent 


absent 


permitted 


illegal processing 


absent 


present 


inhibited 


illegal processing 


present 


absent 


inhibited 


non-duplicable 


present 


present 


permitted 



Fig.12(a) 

Se 




Fig.14 (a) 



secret information 



10 

1. 



information 
converter 



102 

s 



image signal 



r 

101 



-107 



compositor 



shape signal 



103 

XI 



.100 



image signal on which 
secret information is 
superposed 



106 

secret information embedding 
position decision information 

^105 



embedding 

position 
decision unit 

104 



Fig.14 (b) 



113 



110 



information 
converter 



image signal on which 
secret information is 
superposed 



106 

1* 



112 



extractor 



shape signal 



103 



secret information 



108 



secret information embedding 
position information 
-w111 



embedding 

position 
decision unit 



109 



Fig.15(a) 

longitudinal direction 



lateral 
direction 




information embedding direction 





Fig.16 (a) 



secret information 



10 



information 
converter 



117 



image signal -r> compositor 



114 



119 



shape signal 



115 



116 



image signal on which 
secret information is 
superposed 



121 

secret information embedding 
direction information 

-^120 



embedding 
direction 
decision unit 

i 

118 



Fig.16(b) 



127 



122- 



information 
converter 
1 



114 



image signal on which ^ 
secret information is 
superposed 



126 



extractor 



shape signal 



115 



secret information 



*123 



secret information embedding 
direction information 
^125 



embedding 
direction 
deci sion un it 

124 



Fig.17 (a) 



Fig.17(b) 



o 

€1 

m 
& 
m 
si 
m 

o 
m 

m 
a 





amount of embedded 
information is small 



amount of embedded 
information is large 



Fig.18(a) 



10 



secret information 



information 
converter 



image signal 



T 

128 



-134 



?—5> compositor 



-129 



130 



image signal on 
which secret 
information is 
superposed 



137 



-135 



shape signal 



133 




136 








object size 




embedding 

amount 
decision unit 




detector 





132 



y 

131 



Fig.18(b) 



137 

image signal on j 



which secret 
information is 
superposed 



shape signal 



133 



144 



138 



information 
converter 



142- 



139- 



^ secret 



information 



extractor 



object size 
detector 



T 

141 



145 



• 143 



embedding 

amount 
decision unit 

140 



Fig.20 (a) 



10 

secret ^_ 

information 



146 



size 
normalization 
unit 



153 






information 




converter 



image signal 



151 

i-4 



shape signal 



152 








object size 




detector 




149 





-147 



154 



size inverse 
normalization 
unit 



-155 



compositor 



T 

148 



-150 



image signal on 
which secret 
information is 
superposed 

— T* 

157 



Fig.20 (b) 



image signal on 
which secret 
information is 
superposed 



157 



shape signal 



152 



165 



161 



158 



information 
converter 



size 
normalization 
unit 



object size 
detector 

159 



462 



*) ^ secret 



information 



-164 



163 








extractor 





-160 



Fig.21 (a) 



Fig.21 (b) 




Prior Art 



o 

m 
m 

m 

m 

Ci 

m 

M 
BS 
Ci 



Fig.22 (a) 



secret information 



10 



information 
converter 



13- 



image signal 



-12 



v 



compositor 



15 



14 



Fig.22 (b) 



23 



22- 



information 
converter 



15 



image signal 



secret information 



-21 



extractor 



-20 



Prior Art 




Fig.23 (c) 



Fig.23 (d) 



Fig.24 




position where no pseudo 
random numbers are embedded 



/////////////// 
position where pseudo random 
numbers are embedded 

'A 



position where no pseudo 
random numbers are embedded 



Fig.25 



position where no pseudo 
random numbers are embedded 

































/////////// 

, position where secret 
information is embedded / 

/////////// 















.position where pseudo y 
v random numbers 




